YI ZENG

(858)-952-2135 ¢ yizeng@vt.edu
Google Scholar ¢ Github ¢ LinkedIne Webpage

EDUCATION

Virginia Polytechnic Institute and State University (Virginia Tech) May. 2021 - May. 2026
Ph.D. Student in Computer Engineering
Advisor: Prof. Ruoxi Jia

University of California - San Diego (UCSD) Aug. 2019 - Mar. 2021
Master of Science in Machine Learning and Data Science, Electrical and Computer Engineering

Xidian University (XDU) Sep. 2015 - Jun. 2019
Bachelor of Engineering in Electrical and Information Engineering

Senior Thesis: Deep Learning Based Network Encrypted Traffic Classification and Intrusion Detection

Advisor: Prof. Huaxi Gu

SPECIAL AREAS

AT Security, Deep Learning, Adversarial Machine Learning, Data Security, Backdoor Attacks

WORK EXPERIENCE

Sony Corporation of America, NY, USA May. 2022 - Aug. 2022
AT Research Intern @ Privacy-Preserving Machine Learning Team
Towards meta-robust training against general dataset corruptions from a security perspective.

Jacobs School of Engineering, UCSD, CA, USA Aug. 2019 - Mar. 2021
Research Assistant Volunteer @ Adaptive Computing and Embedded Systems Lab
Rethinking the adversarial robustness of hyperdimensional computing.

College of Electrical Engineering, Columbia University, NY, USA Mar. 2018 - Nov. 2018
Visting Scholar @ Signal Processing & Communications Lab
Towards practical defenses against adversarial attacks via automatic evaluation and input augmentations.

HONORS & AWARDS

e Amazon Ph.D. Fellowship, Amazon.com, Inc. 2022
e Best Paper Award, 20th ICA3PP. 2020
e Outstanding Senior Thesis Award, Xidian University. 2019
e Outstanding Academic Scholarship, Xidian University. 2015, 2016, 2017, 2018

INVITED TALKS

e Online Talk on Trojaning Advanced AI and Countermeasures. Al TIME. Jun. 2022
e Online Talk on Advanced Backdoor Attacks in Deep Learning. CSIG, BAAI, Meituan. Aug. 2021

TECHNICAL STRENGTHS

Programming: Python, Matlab, C/C++, HTML
Frameworks: Tensorflow, Pytorch, Numpy, Cleverhans, Foolbox, SciPy, Scikit-learn

PROFESSIONAL SERVICE

Competition Chair: IEEE Trojan Removal Competition, 2022

Conference Reviewer: CVPR-23,22 (outstanding reviewer), NeurIPS-22, ICML-23,22, ECCV-22
Conference PC Member: AAAI-22, KSEM-22, KSEM-21, EUC-21, IEEE ISPA-21, ICA3PP-20
Journal Reviewer: IEEE TDSC, IEEE TII
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CONFERENCE PUBLICATIONS

(i) Towards Robustness Certification Against Universal Perturbations
Yi Zeng*, Zhouxing Shi*, Ming Jin, Feiyang Kang , Lingjuan Lyu , Cho-Jui Hsieh and Ruoxi Jia
International Conf. on Learning Representations (ICLR), 2023.

(i) LAVA: Data Valuation without Pre-Specified Learning Algorithms
Hoang Anh Just, Feiyang Kang, Tianhao Wang, Yi Zeng, Myeongseob Ko, Ming Jin and Ruoxi Jia
Spotlight of International Conf. on Learning Representations (ICLR), 2023.

(iii) CATER: Intellectual Property Protection on Text Generation APIs via Conditional Watermarks
Xuanli He*, Qiongkai Xu*, Yi Zeng, Lingjuan Lyu, Fangzhao Wu, Jiwei Li and Ruoxi Jia
Advances in Neural Information Processing Systems (NeurIPS), 2022.

(iv) Adversarial Unlearning of Backdoors via Implicit Hypergradient
Yi Zeng, Si Chen, Won Park, Z. Morley Mao, Ming Jin and Ruoxi Jia
International Conf. on Learning Representations (ICLR), 2022.

(v) Rethinking the Backdoor Attacks’ Triggers: A Frequency Perspective

Yi Zeng*, Won Park*, Z. Morley Mao and Ruoxi Jia
International Conf. on Computer Vision (ICCV), 2021.

(vi) DeepSweep: An Framework for Mitigating DNN Backdoor Attacks using Data Augmentation
Han Qiu, Yi Zeng, Shangwei Guo, Tianwei Zhang, Meikang Qiu and Bhavani Thuraisingham
ACM Asia Conf. on Computer and Communications Security (AsiaCCS), 2021.

(vii) Fine-tuning Is Not Enough: A Simple yet Effective Watermark Removal Attack for DNN Models
Shangwei Guo, Tianwei Zhang, Han Qiu, Yi Zeng, Tao Xiang and Yang Liu
International Joint Conf. on Artificial Intelligence (IJCAI), 2021.

(viii) Defending Adversarial Examples in Computer Vision based on Data Augmentation Techniques
Yi Zeng, Han Qiu, Gerard Memmi and Meikang Qiu
Best Paper of International Conf. on Algo & Archit for Parallel Processing (ICA3PP), 2020.

(ix) Model Uncertainty for Annotation Error Correction in DL Based Intrusion Detection System
Wencheng Chen, Hongyu Li, Yi Zeng, Zichang Ren and Xingxin Zheng
IEEE International Conf. on Smart Cloud (IEEE SmartCloud), IEEE, 2019.

(x) Using Adversarial Examples to Bypass Deep Learning Based URL Detection System
Wencheng Chen, Yi Zeng and Meikang Qiu
IEEE International Conf. on Smart Cloud (IEEE SmartCloud), IEEE, 2019.
(xi) End-to-End Network Traffic Classification System With Spatio-Temporal Features Extraction
Yi Zeng, Zihao Qi, Wencheng Chen and Yanzhe Huang.
IEEE International Conf. on Smart Cloud (IEEE SmartCloud), IEEE, 2019.
(xii) Time-Division based Scheduling Scheme for Hybrid Optical/Electrical Data Center Network
Shangqi Ma, Xiaoshan Yu, Kun Wang, Yi Zeng and Huaxi Gu
International Conf. on Optical Communications and Networks (ICOCN), IEEE, 2019.
(xiii) V-PSC: A Perturbation-Based Causative Attack Against DL Classifiers’ Supply Chain in VANET
Yi Zeng, Meikang Qiu, Jingqgi Niu, Yanxin Long, Jian Xiong and Meiqin Liu
IEEE International Conf. on Embedded and Ubiquitous Computing (IEEE EUC), IEEE, 2019.
(xiv) DeepVCM: A Deep Learning Based Intrusion Detection Method in VANET
Yi Zeng, Meikang Qiu, Dan Zhu, Zhihao Xue, Jian Xiong and Meiqin Liu
IEEE International Conf. on High Performance and Smart Computing (IEEE HPSC), IEEE, 2019.
(xv) Joint Energy and Spectrum Efficient Virtual Optical Network embedding in EONs
Wenting Wei, Huaxi Gu, Achille Pattavina, Jiru Wang and Yi Zeng
IEEE International Conf. on High Performance Switching and Routing (IEEE HPSR), IEEE, 2019.
(xvi) Senior2local: A Machine Learning Based Intrusion Detection Method for VANETSs
Yi Zeng, Meikang Qiu, Zhong Ming and Meiqin Liu
International Conf. on Smart Computing and Communication (SmartCom), Springer, 2018.
JOURNAL PUBLICATIONS

(i) Adaptive Backdoor Trigger Detection in Edge-Deployed DNNs in 5G-Enabled IToT Systems
Yi Zeng, Ruoxi Jia and Meikang Qiu
IEEE Transactions on Industrial Informatics, 2021.

(ii) An Effective and Efficient Preprocessing-based Approach to Mitigate Advanced Adversarial Attacks
Han Qiu*, Yi Zeng*, Qinkai Zheng, Tianwei Zhang, Meikang Qiu and Bhavani Thuraisingham
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(iii)

(iv)

IEEE Transactions on Computers, 2020.

Optimizing Energy and Spectrum Efficiency of Virtual Optical Network Embedding in Elastic Optical
Networks

Wenting Wei, Huaxi Gu, Achille Pattavina, Jiru Wang and Yi Zeng

Optical Switching and Networking, 2019.

Deep Learning Based Network Encrypted Traffic Classification and Intrusion Detection Framework
Yi Zeng, Huaxi Gu, Wenting Wei and Yantao Guo

IEEE Access, 2019.

BOOK PUBLICATIONS

(i)

Research and Technical Writing for Science and Engineering
Meikang Qiu, Han Qiu and Yi Zeng
CRC Press, 2022.

MANUSCRIPTS

(i)

How to Sift Out a Clean Data Subset in the Presence of Data Poisoning?

Yi Zeng*, Minzhou Pan*, Himanshu Jahagirdar, Ming Jin, Lingjuan Lyu and Ruoxi Jia
Preprint on the arXiv, 2022.

NARCISSUS: A Practical Clean-Label Backdoor Attack with Limited Information
Yi Zeng*, Minzhou Pan*, Hoang Anh Just, Lingjuan Lyu, Meikang Qiu and Ruoxi Jia
Preprint on the arXiv, 2022.

A Unified Framework for Task-Driven Data Quality Management

Tianhao Wang, Yi Zeng, Ming Jin and Ruoxi Jia

Preprint on the arXiv, 2021.

FenceBox: A Platform for Defeating Adversarial Examples with Data Augmentation Techniques
Han Qiu, Yi Zeng, Tianwei Zhang and Meikang Qiu

Preprint on the arXiv, 2020.

SELECTED ONGOING PROJECTS

Project (1) (2023): Towards robustness certification against universal perturbations (universal
adversarial noise and backdoor triggers). Advisor: Prof. Cho-Jui Hsieh & Prof. Ruoxi Jia

(Ongoing) We restate the robustness certification against universal perturbations with randomized smooth-
ing. By fixing the input batch and restating the formulation of smoothed classifier w.r.t. the universal
perturbation, we generalize the results from sample-wise smoothness-based certifications to UPs and obtain
tight certification results that can scale to real-life models and datasets (ResNet-50, ImageNet).

Project (2) (2023): Towards data-free defenses in the context of AI security (Federated learning
trained models and data poisoning attacks). Advisor: Prof. Jiayu Zhou & Prof. Ruoxi Jia

(Onging) The project’s second phase aims to restate the problem formulation and enable an end-to-end
data-free knowledge distillation procedure that maintains the original knowledge of the teacher model and
suppresses the backdoor effects along the way. The study has a more focused threat model following existing
settings of Federated learning.

(Under-review) We investigate (we are the first in the literature) the connection between model inversion
and backdoor removal defense. We go beyond perceptual quality and reveal the dependence of defense
performance on the stability of the inverted samples to input and parameter perturbations. The project’s
first phase ends up with a two-step design with a bi-level optimization formulation accounting for sample
recovery to enable in-distribution data-free backdoor defenses.

Project (3) (2022): Robust backdoor sample detection in the context of the multiplicity of deep
learning paradigms (self-supervised learning, transfer learning). Advisor: Prof. Ruoxi Jia

(Under-review) We find that existing detection methods cannot be applied or suffer limited performance
for SSL and TL. We propose a novel idea to detect poisoned samples by actively enforcing different model
behaviors on clean and poisoned samples. Our approach provides the first backdoor defense that operates
across different learning paradigms (SSL, e.g., contrastive learning and the MAE; TL, e.g., ViT).
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